MONITORING, DATA LOGGING AND
CONTROL SYSTEM
MSS5, MS5D

APPENDIXES

TO INSTRUCTION MANUAL

omet

SYSTEM s.r.o.



CONTENT:

page
APPENDIX 1: Power input of data [0gger.....cccociiieie i ereere e 3
APPENDIX 2: Input circuits of data logger ........oooviiiiiiiiiiiiiiii e 6
APPENDIX 3: INPUt MOAUIE RP ....eeeiiii oottt e e e e e e e ee e e e aa e e e e e e e e aeeeeeeaannees 8
APPENDIX 4: CommuniCation CabIES .........iiiiiiiii e 14
APPENDIX 5: Configuration of data logger with esttal modem ...............ooovviviiiiiiiiiieieeeees 18
APPENDIX 6: Influence of cable resistance to nieasient accuracy with RTD sensors.......... 20
APPENDIX 7: Selected error messages of data lagger...........oevvvvievviiiiiiiiiiieeeeeeeeeee e 21
APPENDIX 8: Support of reception and sending ofSSMessages ..........covvvvvvvvvvvvinninnssvames 22
APPENDIX 9: Setting of communication with datadeyg via Ethernet.................cceevvvviinnee. 24
APPENDIX 10: Creation of WWwW pages fOr MS5 .. oeeceiiiiiiee e 26
APPENDIX 11: SOAP protocol of Ethernet interface fS5.............ooovvviiiiiiiiiiieeeeeeeee, 32
APPENDIX 12: Connection of data logger with outpelay module and external terminal......... 34
APPENDIX 13: Setting of client administration g@sSWOrdS...........ccceeeeeeieiiieeeeeeeens e 35

2 ie-ms2-msbapp-02.doc



APPENDIX 1: Power input of datalogger

1. Wiring of power connector
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| System
supp’y grounding

2. Parameters of power input

Power voltage of data logger is 24V DC. Consunmptbdata logger differs depending on kind of
connected peripherals. Approximate values are enbitlow table. If output relay module will be
connected to data logger, this voltage must be tethData logger itself is able to work at power
voltage range (9..30)V DC. Always it is necessargansider if AO inputs will be installed before
selection of power voltage. If it is to be, see avlowest power voltage transmitters connected to
this input need. Select data logger power voltddeast 3V higher than this. It is necessary torwar
negative pole of power connector is galvanicallprexcted to internal GND of data logger. Thus
also with inputs (if galvanically not isolated) awdh voltage of ALARM output.

Approximate maximum current consumption

Power 24V Power 9V Power 12V
data logger MS5 without input] approximately 50 mA | approximately approximately
modules 100 mA 80 mA
data logger MS5D without approximately 70 mA | approximately 180 | approximately
input modules mA 110 mA
Input modules galvanically nof < 1 mA <3 mA <3 mA
isolated, CTU, CTK, FU, FK
except AO
Input module galvanically approximately 10 mA | approximately approximately
isolated and ac, RP, RS 35 mA 25 mA
Input module AQ* 20 mA max. 20 mA max. 20 mA max.
Output relay module, all relay] approximately 200 mA | ---
closed
Ethernet interface approximately 40 mA | approximately approximately

35 mA 25 mA
SMS communication modules| approximately 6 mA approximately approximately
20 mA 15 mA

*A0 short circuited at the input has approximat@8mA current consumption
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3. System back-up in case of mains power failure
In case data logger function is necessary to bpdkuwing power mains failure, first specify the remt
consumption of the entire system. Then chooseldaitaack-up source in accordance with the required
time of uninterrupted operation. If there is a néadnform operating staff or distant user on hatte
operation, then it is necessary to install binagut module S1 to any of input channels and conibect
with the backup source output signalizing battgrgration.

When installing power sources it is necessary odlow valid safety regulations and
recommendations specified in instruction manualsonfrce manufactures. Leads to battery must be of
suitable cross-section size. In back-up desiga itdcessary to consider allowed temperature s@urce
battery.

Recommended back-up systems:
a) Back-up source AWZ224, manufacturer Pulsar spojarirti
To this source it is necessary to buy two lead mcdators 12V/7Ah in hermetical maintenance-free
type of construction, e.g. type ELNIKA 12V/7.2AhSource is designed for mounting to vertical
inflammable wall with sufficient air flow. Its prettion rate is IP20. It is not designed for mougtin
to closed switchboard. More details are describegdanufacturer instruction manual.
This back-up source is able to supply data loggér tiansmitters of current consumption 200mA
for approximately 35 hours. Discharged accumulatmes recharged to full capacity in
approximately 14 hours.
Make basic wiring in accordance with instructionnmal of the manufacturer. Connect data logger
this way: connect terminadOUT of source to terminaGND of the power data logger connector,
connect terminatOUT of source to terminatUcc. In case information for data logger on battery
operation is required, install input module S1 #&adlogger and connect second termif@UT of
source to termindN of this input and connect source termiB& to terminalCOM of input S1. In
user PC program state ,,OFF“ corresponds to ,Maipseration“ and state ,ON“ corresponds to
.Battery operation“. User can be informed on switster to battery operation by suitable adjustment
of conditions and alarms.

b) Back-up source MINI-DC-UPS/24DC/2 with batery MIBAT/24DC/1.3AH,
manufacturer Phoenix Contact

This source is designed for mounting to 35mm DIN ira data logger case MP033 and
MPO034. It contains two modules - UPS and batt®ryre details are described in manufacturer
instruction manual.

This back-up source is able to supply data loggstesn with 200 mA consumption at least 3 hours,
data logger system with 500 mA consumption at I@adtours, data logger system with 1A
consumption at least one hour. Discharged accurotdatare recharged to full capacity in
approximately 3 hours.

Make basic wiring in accordance with instructionnmal of the manufacturer. Connect battery
(without fuse) with proper polarity to terminal- Battery, connect output of souregOut to terminal
GND of data logger power connector and source autpuit to data logger terminalUcc.

In case information for data logger on battery apen is required, install input module S1 to data
logger and connect terminaDUT of source to terminaCOM of this input and connect source
terminal Bat.mode to terminalIN of input S1. In user PC program state ,OFF* cqroesls to
.Mains operation” and state ,ON“ corresponds to {fBey operation“. User can be informed on
switch-over to battery operation by suitable adjesit of conditions and alarms.

Example of backed up system:

There is a requirement to back up data logger BI$&th 10 input modules K1 and 6
modules AO. Three T3110 transmitters are connettédputs AQ. Data logger is connected to LAN
network via Ethernet interface and equipped withSSiiodule and external GSM modem Wavecom,
powered from the same source as data logger.

Total consumption of the system: 70mA (MS5D) +1f% (10xK1) + 6x20mA (6xA0) +
40mA Ethernet interface+ 6mMA (SMS module) + approximately 100mA (GSMenod= 346
mA.
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By means of back-up source AWZ224 we are ableatthrep to approximately 20 hours of
backed up operation, by means of system MINI-DG-Eost 3 hours of backed up
operation. It is supposed in described calculation short-circuit of current loops at input AO
appears. In opposite case current approximately 8mput AO must be calculated.
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_ rcuits of datal

1. Connection of earthing terminals in data loggehwitlvanically not isolated inputs

2.

+Ucc
GND

Power
terminals

Input for two-wire connected passive transmittargput type AO:

A0 input module

MS5

¢ Signal
Conditioning

100
{1

Vce
Qurrent
limiter

MS5
Input
terminals
B[ L
L
I coMm
Signal
| Conditioning IN
- <
I coMm
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| Conditioning L
(o) O
+11 QP
+12
-12
Txxxx
o @)

Note: All temperature and humidity transmitters Comet e@anectable this way.
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3. Input for measurement of current 0(4) to 20 mA

MS5
A1, BO input module
T Input
1oJntz] terminals
] Conditioning
|
100 I COM
1 IN

Inputs for measurement of higher currents (1A aapdffers by the value of shunt resistor. Voltage
inputs have resistor divider instead of shunt tesidnputs for measurement of resistance have
reference voltage via suitable resistor connectethe IN terminal.

4. Concept of galvanically isolated analog inputs

MS5

GO module
Galvanic isolated DC/DC

\; |||_

RMS to

Input
terminals

-« DC

converter

Optical isolated amplifier

* AC input modules only
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APPENDIX 3: Input module RP

What can be connected to the RP input module:
» device, which is equipped with communication lin8485 (link is galvanically isolated at
RP module side)
» device must support communication protocols ModBUi&) or ADVANTECH
* 1to 16 input device can be connected to one module
» Comet transmitters Tx4xx or other manufacturer ckeviare connectable this way to data
logger

e jtis not recommended to connect one RP moduletacds working with different communication
speeds or different communication protocols

How to set data logger together with input devices:

» Connect each from input devices one after anothére computer and set these parameters:
- address of input device
- suitable communication speed, for all device masthesame
- communication protocol and other settings spefifi¢his protocol
Some types of input device can require connectionternal jumper Init. Follow the rules
in manual for these devices.

» Connect input device to the RS485 network. Conlirgcto input terminals of data logger module

RP and switch on.

Example of connection to transmitter Comet:

MS5
RP input module
Power — *Ucc
24V DC GND VA
'"_ + I||— T J + Power
C-O-M BO) Transmitters
- 2
N A(+) RS485
Input
terminals
Power

terminals
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Run user SW for data logger and set the data lo@gfiguration — Setting of data loggétere
at bookmarkCh..Marking and conversions set for each channel these items:

- Device address (for RS48%)nter address of input device operated from tatt bgger
channel.

- Communication speedset speed, input device is set to before

- Maximum waiting timetime data logger will be waiting for response frotput device
is adjustable from 30 to 210 ms. If response damscame within this time, error is
reported.

- Communication protocot ModBus can be used (recommended) or Advanteelw N
transmitters are usually set to ModBus protocol.

for ModBus protocol:

- source data- specification of transmitter space data are ssgghdo be gotten. For
Comet transmitter it is possible to use readingtofing registers or input port without
distinction.

- address of read reqgister enter address of register with required measuetde for
specification of connected device. Address can Iered from O to 65535.
ATTENTION - this address corresponds to physical addresegi$ter. There are
different ways of specification of this addreshallis why disagreement can appeatr, if
transmitter is adjusted by program from the marnufac with address, which is
physically present in communication. Read carefdigscription of connected device.
Sometimes specified address equals to physicakasidf register (e.g. in case of RP
module). Sometimes shift of 1 is defined (enterddress 1 corresponds to physical
address 0), sometimes shift of 40 000 or 40 OOdlefsned (entered address 40 001
corresponds to physical address 0). E.g. in thteckse if in documentation is specified
data is at the address of 40 005, it is hecesearyiter address of register 4.

Comet transmitters use these physical addressegisters:

Value physical register address
Temperature 48

Relative humidity 49

Calculated humidity value 50

Barometric pressure 51

ie-ms2-ms5app-02.doc 9



- format of data must correspond to specification of the devitaddresses from above
table for Comet transmitter are used, use Signeddoof data. Then set in Conversions:
measured value 0 corresponds to displayed valuee@sured value 10 corresponds to
displayed value 1.

Note: Comet transmitters also enable to read widttdy resolution in format float uC,

address of registers are then 8,10,12 and 14 foresponding value. Support of float uC

format with these transmitters is not specified agpgbhranteed in documentation for

Advantech protocol:

- Multiinput device If this input device measures more values, thanthis field. More
information — see below protocol description.

- Number of input channelvalid for multiinput device. It is a number fradrto 7

- Check sum- must correspond to setting of the transmitter

Atfter this setting RP module works with those irgoigientically as with usual analog channels

Detailed specification of communication protocol

Principle of communication:

MS5 datalogger

channels — time-division multiplex

e [ L LT T[] [ [ [ [ehe
DR e—
T~
A
query for IIC bus — communication between
measured value response MS5 and RP module

from RP module

transfer to/from specific protocol _
layout POA RP input module

v

Physical layout: RS485

query for response Link layout:

measure value ¢ ModBus RTU
v « Advantech
input
device(s)

A) Communication possibilities (common setting)

Communicatior

Connected device address: |1 3. Bleudlidics IQBUU EBd "I

Masimum waittime: 1210 =1 me Parity Ione stop bit, no parity =l
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Connected device address, Baudrate and Parityngpaiee noted in table above. Maximum wait
time (= Time out) ..is adjustable up to 210 ms approximately. Afterieatjpn of this duration
communication error is reported and module consnwigh reading of the following channel.

B) ModBus RTU transfer protocol

—Transzfer pratocol

IModBus RTU 'l

Bhlis sEe: Iholding register 'I
register address: I8 vl dec. abzolute

data format: Ifloat uC j

RTU ModBus message frame:

Connected Function code Data CRC
device address
1 byte 1 byte n bytes 2 bytes

Supported data request formats:

Connected Function code | Starting address | No. of registers | CRC
device address
1 byte 0x03 or 0x04 2 bytes (0...65535) 2 bytes yted

Data source:
RP module supports two function codes:
0x03 ... Read holding registers
0x04 ... Read input registers
other functions are not supported

Reqister addregs starting address):
absolute address of the first 16-bit readingstegi(address on the link layout),
range: 0...65535
Data format- RP input module is suitables for reading of cardus quantities. Every read value
is converted to 4 byte float (single) format for M®ata format item specifies No. of requested
registers and their conversion method to MS5 floahat.
Possible options:
* signed (-32768..32767) ... 2 byte, “integer” formB&lo. of registers = 1
* unsigned (0...65535) ... 2 byte, “word” format, .dregisters = 1
* signed (-32768..32767) ... 2 byte, “integer” formB&lo. of registers = 1
» float IEEE754 ...4 bytes, float format (registare@jster 1), No. of registers = 2
» float IEEE754 ...4 bytes, float format, (registaregister 0), No. of registers = 2
» float for uControllers ...4 bytes, float formatdrster O,register 1), No. of registers = 2
» float for uControllers ..4 bytes, float format, greter 1,register 0), No. of registers = 2

Data response format:

Connected Function code| Byte Data CRC
device address count
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| 1 byte | 1byte | 1byte | ByteCount bytes | 2Dbytes |

Function code in response is the same as in theesedf the exception occurs function code is
0x83 or 0x84 and data field contains error code.

Example:

r—Cammunication

Connected device address: |1 37 Baudiate: ISBDU EBd 'l

b i wiait time: 210 >l ms Pariy: Itwo stop bitz, no parity j

—Tranzsfer protocol

IModEus RTU "I

ekl sEmEs: Iholding register 'I
register address: |3|:| vi dec. abzolute

[sired (32768 +32767) =]

data forrmat:

Data request:
0x01, 0x03, 0x00, 0x30, 0x00, 0x01, 0x84,0x05

Data answer:

0x01, 0x03, 0x02, 0x01, Ox01, 0X78,0x14

data field: 0x0101 (257)

Data format of float expressions:
» float IEEE754 No. 1 is expressed as 0x3F800000
» float IEEE754 invers®lo. 1 is expressed as 0x0000803F
» float for uControllerdNo. 1 is expressed as 0x80000000
» float for uControllers inverslo. 1 is expressed as 0x00000080

C) Advantech ASCII transfer protocol

r—Transfer protocol

IAd\-’anlech = I

channel number: IIJ vl

v check sum enabled

Data request format:

start of | Connected device channel end
reading | address number*
# 2 ascii bytes 1 ascii byt 2 ascii bytes 0x0D

Data answer format:

end
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reading

> n ascii bytes 2 ascii bytes 0x0D

*...optionally

Multichannel device: fothe input devices that measures several valugbiditase the query contains
».Channel number* field (0...7).

Check sum enabled: when is used the query cortiemmascii byte CRC and answer have to
contain the right CRC. Check sum is the sum adfratismitted bytes before the check sum,
transmission is converted to ASCII code.

Module RP supports response format corresponditty'\Engineering units" protocol
ADVANTECH:
SSXXXXXXXX(CRC)(cr)

where
S ... sign (,+“ or - or nothing)
X ... digits, maximum number of digits left fromaimal point is 11, right from
decimal point is 6
(cr) ... OxOD
Examples:

a) one channel transmitter without CRC
the query message: #032(cr)
(hexadecimal expression: 0x23,0x30,0x33,0x32,0x0D)
the response: >+23.50 (cr)
(hexadecimal expression: 0x3C, 0x2B,0x32,0x33,@x35,0x30,0x0D)
b) multi-channel device with CRC:
the query message: #032B8 (cr)
(hexadecimal expression: 0x23,0x30,0x33,0x32,0x38,0x0D)
the response>358B(cr)
(hexadecimal expressiobx23,0x33,0x35,0x38,0x42,0x0D)

Error messages:

Error code | ModBus RTU protocol Advantech protocol

>-0000 response

>+9999 response

TimeOut — no response

invalid CRC

invalid character in response

too little of characters in response

unknown function code

ModBus exception occurs

too long response

OO |N|O O WIN|F

X95 unknown transfer protocol
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1.. Wiring diagram of communication cable RS232

RTS

CTS

TxD

RTS

CTS

GND

(=]
*—e &
¢ & 9 @

' @
5

CANON 9 ZASUVEA

CANON9 ZASUVEA

This communication cable serves for direct conoectf data logger to the computer.

3. Wiring diagram of communication cable between datmger and RS232/Ethernet converter

UDS10/100/1000

25
24
23
22
21
20
19

X3

18
17
16
15

MS5
RS232
CANON 9 FEMALE

GND

® ¢ o—0

14

=INjWw 2 0 OlN 0 ©

&

uDS1000
CANON 25 MALE

14
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4. Wiring of RS485 terminals at data logger

5.

S8rsY shDjey
o] oeezs
501 TR
146 | AOOEAR

B —

A

Internal

RS485 circuits

D4.4 The way of data loggers connection by meaf&S4f85 interfaces

///’C/IS

[GavsH | [ woey

Bd
DEQ Ooooo
801 00000
oo | ooooo

PR} 00000

I >»o

—3

MS5(1)

| hordsg o3
EwElzi]

0| DO000
00000
0o0oao

00000

MS5(2)

=y

O
Slpfelell]

0ogj 0oooo

R0} 00000

H Tarminator

MS5(n)
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Recommended parameters of connection leads:

Twisted two-wire, shielded, nominal impedance fdoop resistance max. 24D, max. 98Q/km,
maximum capacity 65 pF/m, crosstalk between pals dB/150 kHz. For longer distances use cabling in
one line, i.e. no ,tree“ or ,star* (for shorter thaces different topology can be tolerated). Atlibginning
and end termination resistor should be (€)0In many cases termination resistor can be omittexldw
communication speed. Marking of link leads fromestmanufacturers: ,+* corresponds with marking ,,A",
. corresponds with marking ,B“. Connect cable alding to each other, do not connect to transmitter
those are not equipped with shielding terminal/gaically isolated from communication and measuring
circuits, including case metal parts.

In case shielding of RS485 link is not possiblgraund at computer side, ground at data logger esato

the computer
B
A R5485
3 Don't Computer
connect or Converter
L

= // (N [
§ — 00 || DoOOO
H AT ﬂ’ 560 0000)
_ f 000 0oooo
N pRR{ 00000

l [[)

1 Systam_
= grounding Next datalogger

Wiring diagram of connection to RS232/RS485 coevert

= |

6V/200mA
PC
CANON 9
MALE
. 1 m COM PORT
— o )a g %
= © o8 <t (o]
o5 ~  ELoeed O [ =
° o o

RS485 Shielding
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For connection of RS485 link to the computer itdsommended to use external RS485/RS232 converter
with automatic switching of transfer direction, &yg06D powered from adapter 6V DC. This conveger i
possible to plug to serial communication computat @OM. Connect link from data logger to the RS485
side with correct polarity (pins 3 and 4) ags@hnect pins 2 and 7 to each otherlt corresponds with

setting of time constant of automatic convertertahing for speed 115200 Bd. At this setting mottre
are no problems in communication at lower speedjirig communication it is necessary to connect DC
output of ac/dc adapter 230V/6V DC to the conveated adapter plugged in mains.

Wiring diagram of cable between data logger and$8H=thernet converter UDS10/100/1000

13
12
11
10

)

25
24
23
B 22

RS485 § "'&A

Dataloggers Al 20
19

18
17
16
15
14

w

..I....“...
® 0 00 0 0 0 0 0 0

= N Wk O~ ®©

[

UDS1000
CANON 25 MALE

Wiring diagram ofconnection to USB/RS485 converter:
PC

CANON 9
FEMALE

_|— USB USB

o
s 0]
B S ELO214 [ 1 = 1]
RS485 Q A @
Dataloggers |

Note: if cable shielding is not connected to gromhdsome data logger (see figure above),
then connect shielding to pin 5 of SubD connector.
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APPENDI X 5: Configuration of data logger with external modem

There are two applicable ways to connect data loggelephone network (land line or GSM):

A) modem is controlled by the data logger - conmle¢t logger to computer via RS232 link by
means of the delivered cable. Switch ON data loggdrenter mode of configuration setting. Set
interface RS232-modem and enter configuration clfmimodem (it consists of AT statements). It
is recommended to use preset chains for modenaraor line and for GSM modem (these chains
contain below statements for "manual” modem séttifilgen connect via modems, install the
drivers for modem at computer side (if needed) setccommunication in the PC (enter telephone
number, COM port etc.). Try to communicate - sdewgoint 4Function verification.

B) modem is set "manually” by the user
Instructions for "manual” communication settingrbgans of modems:
Configuration of data logger’s communication iraeef

Connect data logger via RS232 link to the comp(itetuded cable), switch on and run user
PC program. Choose selectiB%232- moderftom Configuration menu.

Configuration of external modem at data kErggide

Connect modem to computer by a cable, which i@teessory of the modem, plug in the
ac/dc adapter and switch ON the modem. RyperTerminalprogram on your computer (it is
located inAccessory - CommunicatiorAfter its running a request of creation of new ection
appears. Cancel this request. In mEile - Parametershoose in itenConnect by means of
selectionDirectly to port COM1(respectively COM2, if modem is connected to comitation
port COM2). Choose selecti@onfigurationat the same window and set parametrmber of
bits per secontb 19200Number of data bito 8, Parity: no, Stop-bits 1, Flow controt
hardware. Confirm both windows to return to terrhillere enter commandlT (cr) (i.e. enter in
upper case letters AT and press the Enter key).edhoghust respons@K.

Setting of modem for land line
Now it is necessary to configure modem itself i@ tway modem after reception must
"hung-up" (disconnect the call) and cancel the mdmf the DTR-DSR loop. This can be done as
follows:

a)AT&YO cr (selection of user template 0)

b) ATSO=1cr (modem ,hang-up after the call”)

¢) ATS23=060cr (communication speed 19200 Bd)

d) AT&D1 cr (cancel of testing DTR-DSR loop)

e) AT&WO cr (saving of active configuration to profile 0)

Now modem is configured and can be switched OFRd&orespond®K to each commands.

Notice: Be careful not to send to modem AT command i cimamunication speed. It could
cause modem reconfiguration.

Note: The above description was verified with modémtsocom DeskPorte 56k Voice, ASKEY V
1456 VQE R-1 and ORIGO FM-56DT.

2.2. Setting of GSM modemSIM card used in GSM modem must be set not to redqRiN after
switching ON th emodem power. Modem should besattomatically pick up the call and to
enter data mode immediately.
Example for GSM modem WAVECOM WMODZ2B:
a) AT+CICB=0 (automatic jump to data mode)
18 ie-ms2-msbapp-02.doc




b) ATSO=1 (automatic call pick-up after first ring)

c) AT&W (configuration writing to EEPROM memory).
Logger should be set to 9600Bd communication speschuse the above modem type is not able
to communicate faster.

Configuration of modem at computer side

Connect modem (if external) to the computer by @essory cable of modem and switch on
the power. Switch on the computer or restart icdee modem is not installed, system Windows
could run installation wizard. A CD included in delry of modem is required. The following
steps presume modem is installed correctly.

Function verification

Let modem connected to computer (if external) amthect phone line to its LINE input.
Connect second modem configured in accordancepaitiit 2 to data logger to the RS232
connector RS232. Use cable, which is the accesdanpdem(!). Connect second phone line to
the LINE connector of this modem. Switch on modem data logger. Run user program for data
logger. DefineNew Communication Devige menuConfiguration — Setting of communicatien
select modem and set its parameters. SBleat Data Loggeat the lower part of the window and
enter desired telephone number. Number of repetiidghe number of trials to communicate.
Confirm window and try to read configuration. Afnfirmation modems start to communicate
and required data from logger is downloaded.

What to do if connection does not work

If communication via modems does not work and tadger itself communicates with the computer,
check first if wiring and each setting are corr@ay attention to connection cables, which mustriggnal
to modems. Cable included in data loggedesigned only for direct connection betweenmai@r and data
logger. If everything is correct it is useful testeeommunication between two computers. Modem, lvhic
was at data logger side connect to the first coerpand rurHyperterminal Connect modem, which was at
the computer to the second computer (it is suppdsesl already installed) and also rityperterminal.
Here in contrary with the first computer create rewnection with telephone number of link, firstaem
is connected to. Now there is no other way out ttek® modem user manual and try to create both-
direction data connection at suitable communicatioeed.
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In case inputs J (Ni1000), K (Pt100) or K1 (Pt108@ installed and RTD probe is connected, then
non zero cable resistance causes additional measaterror, which is added to real temperatures Thi
error depends on cable cross-section, its lengihsansor type. If it is known correction is enaligd
recalculation of input channels.

Added error for copper wire (two wires) at temperat23°C:

Cable cross-section
[mm?2] 0,22 0,34 0,50 1,00 1,50 2,00 2,50
Cable length [m Added error for Ni1000/6180ppm [°C]
1 0,02 0,01 0,01 0,00 0,00 0,00 0,00
2 0,04 0,03 0,02 0,01 0,00 0,00 0,00
5 0,12 0,07 0,05 0,02 0,01 0,01 0,01
10 0,24 0,15 0,10 0,05 0,03 0,02 0,02
15 0,36 0,23 0,16 0,08 0,05 0,04 0,03
Cable length [m Added error for Pt100/3850ppm [°C]
1 0,36 0,24 0,16 0,08 0,05 0,04 0,03
2 0,73 0,47 0,32 0,16 0,11 0,08 0,06
5 1,82 1,18 0,80 0,40 0,27 0,20 0,16
10 3,64 2,36 1,60 0,80 0,53 0,40 0,32
15 5,47 3,54 2,40 1,20 0,80 0,60 0,48
Cable length [m Added error for Pt1000/3850ppm [°C]
1 0,04 0,02 0,02 0,01 0,01 0,00 0,00
2 0,07 0,05 0,03 0,02 0,01 0,01 0,01
5 0,18 0,12 0,08 0,04 0,03 0,02 0,02
10 0,36 0,24 0,16 0,08 0,05 0,04 0,03
15 0,55 0,35 0,24 0,12 0,08 0,06 0,05
Added error for copper wire (two wires) at temperatl00°C:
Cable cross-section
[mm2] 0,22 0,34 0,50 1,00 1,50 2,00 2,50
Cable length [m Added error for Ni1000/6180ppm [°C]
1 0,02 0,01 0,01 0,00 0,00 0,00 0,00
2 0,04 0,02 0,02 0,01 0,00 0,00 0,00
5 0,10 0,06 0,04 0,02 0,01 0,01 0,01
10 0,20 0,13 0,09 0,04 0,03 0,02 0,02
15 0,30 0,20 0,13 0,06 0,04 0,03 0,02
Cable length [m Added error for Pt100/3850ppm [°C]
1 0,37 0,24 0,16 0,08 0,05 0,04 0,03
2 0,75 0,48 0,33 0,16 0,11 0,08 0,07
5 1,86 1,21 0,82 0,41 0,27 0,21 0,16
10 3,73 2,41 1,64 0,82 0,55 0,41 0,33
15 5,60 3,62 2,46 1,23 0,82 0,62 0,49
Cable length [m Added error for Pt1000/3850ppm [°C]
1 0,04 0,02 0,02 0,01 0,01 0,00 0,00
2 0,07 0,05 0,03 0,02 0,01 0,01 0,01
5 0,19 0,12 0,08 0,04 0,03 0,02 0,02
10 0,37 0,24 0,16 0,08 0,05 0,04 0,03
15 0,56 0,36 0,25 0,12 0,08 0,06 0,05
20

ie-ms2-msbapp-02.doc




Error MEANING

number

1 A/D converter is at lower limitation (input quéwt— is below lower limit of module range)
2 A/D converter is at upper limitation (input quiant- is over upper limit of module range)
3 RS, RP input module did not receive responge fronnected device in adjusted time

10 counter module does not contain valid data

130 input module was not found

137 counter value is not possible to display (ittacns more than 10 digits) — only display error
160-177 | corruption of configuration areas of daggkr

178 installed different type of module

179 upgrade of input module was not performed

187-188 | unauthorized access (non valid password)

189 error of measurement of thermocouple cold janct
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Data logger enables to respond to SMS query endiisg SMS alarm messages.
Hardware requirements:
- data logger with FW version 2.0 and higher
- GSM modem connected to data logger, modem musbsuBpU SMS format and
its SIM card must have stored SCA number (Servieet€r Address)

There are the following connection modes:

a) modem is connected to main RS232 interface d isease, modem is used both for data
and SMS communication (data logger is at distaatelwithout PC). Advantage is a
simple connection, disadvantage can be potentiglgssible short dropouts
in communication with master PC in time, when datger contacts the modem. Lower
transmission speed can be another disadvantagea Dgger tests requests for
reception/sending of SMS messages each two mintfteata communication runs
(download of record values, change of configuratittre Display mode), then SMS
processing is backed away to 2 minutes after lakt dommunication with data logger.
In this mode data transfer has higher priority t8S message. It is not recommended
to monitor the data logger in the Display mode @eremtly.

b) modem is connected to main RS232 interface td bayger and the PC is connected to
RS485 interface of data logger. Data logger ist@dtS232 (not to RS232-modem). In
this case data logger connects the modem, if thexe at least two minutes delay
in communication with the PC. During communicatieith modem data logger does not
response to queries from the PC till the end afisaation with GSM modem (at the
moment RS485 is set to sending and reception fimenRC is blocked and thus the
possibility of data collision).

Data logger function is verified with GSM modem ¥&m WMOD?2.

Format of received SMS messages:

PDU format, support of 7 bit, 8 bit a 16 bit codimgthout compression, telephone number in
international/national format, ISDN/telephone numitbg plan, maximum 15 characters of
telephone number, maximum length of text messageh@4dacters, message can contain UHD of
36 character maximum length, TP-PID= 00h (Short $d4gs Type 0). If those parameters are
matched, message is accepted and decoded by daggr,le.e. UDH block is removed, text is
converted to capital letters and compared with gliedd stringsinfo, Alarm, Chl to Ch16. In
case valid string was received (no matter if céjpmtaer-case letters), data logger sends proper
response and received message is cleared from mdidesoeived SMS message is not valid it is
cleared from modem without sending any response.

Format of sent SMS messages.

PDU format, 7 bit coding without compression, télepe number ininternational format
maximum length 15 characters, Validity period: 3/gJawith all messages except response to
requestnfo one SMS is sent of maximum 160 characters. Inorespto requeshfo sequence of
one to four SMS messages is sent (depending omgooation of data logger), maximum length is
152 characters for a message. Messages contain WlibHtode for linking to one long SMS on
mobile telephones, which support linking of SMSetbger. For proper functiohis necessaryto
have telephone number SCA (Service Center Addséssyd on SIM card of the modem.

With messages sent due to creation of alarm acaristate, after SMS is sent all alarm
states in data logger are stored. If no changdarma appears, another message is not sent. If
alarm stops to be active and appears again, messagat. If alarm at another channel appears,
message is sent again (If it is allowed by the)uskecritical error state for sending SMS appeared
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(defined delay expired) and before sending of 8MS appeared new critical states, the states are
included into the SMS. It is always recommendesitiosuitable hysteresis and alarm delay.

Detailed description of SMS content:
1. Information on data logger
is sent if SMS with texinfo was received. Then SMS contains:
e type of data logger (e.g. MS3+)
e name of data logger (see setting of data logger)
e state of memory occupation
o for each channel:
- channel name
- measured value
- physical unit
- state of alarms
Total number of sent SMS messages is 1 to 4 depgnah configuration of data
logger. Messages contain information intended ifdtimg together at the recipient to
one long SMS.
2. State of alarms
is sent if SMS with texAlarm was received
or
if at some channel appeared new alarm and is edjus report by SMS. Message contains:
e type of data logger (e.g. MS3+)
e name of data logger (see setting of data logger)
e list of channels, where Alarm 1 appeared
e list of channels, where Alarm 2 appeared

3. Information on particular channel
is sent if SMS with tex€Chn (where n is channel number 1 to 16). Message autai
e type of data logger (e.g. MS3+)
e name of data logger (see setting of data logger)
e state of memory occupation
e information on specified channel:
- channel name
- measured value
- physical unit
- state of alarms

4. Message on creation of critical state
is sent if critical error state in data logger aameel and SMS report is required.
Message contains:
e text WARNING!
e type of data logger (e.g. MS3+)
* name of data logger (see setting of data logger)
actual list of critical states in data logger (&t error, configuration, measurement, overrun

of adjusted limit, fulfilling of memory)
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APPENDI X 9: Setting of communication with data logger via Ethernet

Setting depends on type of communication devicdoweare described general steps and
examples illustrate data logger equipped with owlmeEet interface or with convertegiDS-1000
from Lantronix.

Procedure:

1. Probably knowing of MAC address of converter oradagger is necessary (if it is equipped
with Ethernet interface). MAC address is mostlycsiied on the manufacturer label.

Example of MAC address: 00-20-4A-80-F2-FB
2. Ask administrator of your network to assign freeatRIress
Example of IP address: 194.168.1.211

3. Connect data logger to Ethernet network (directlyia converter) and switch on its power

4. Run user SW for data logger and in window Configjara- Setting communication display
parameters of the Ethernet communication devicédbWNew or Change) and use selection
Search (next to IP address). If device is not fo(oetect e.g. by means of disconnecting
from Ethernet network and see, if there is any gkan the search), then follow the below
instruction.

5. If connection is not successful, try to disconnée computer from the network and use
crossed Ethernet cable to connect data loggeetodmputer directly and repeat the setting.

If IP address is set correctly, communication devi found, but data logger does not work,

check setting of Communication interface. Best wgatp check on display of data logger: must

be set to Ethernet.

Solving problems with communication:

A) data logger is connected to the network by extewwmiverter (UDS100, UDS1000,
UDS1100...):

Problem can be in setting of communication intexfand communication speed of Ethernet
output itself. In this case proceed this way:

Run internet browser and enter directly data logderaddress (it is necessary to have
installed Java script), wait for reading of wwwgas of this device.
Enter at bookmark Port Properties or Channel 1:

- Serial protocol:

RS232, if data logger contains Ethernet interfaceyau communicate with data
logger connected to converter UDS-10 connected3®3R interface of data logger
RS485-2 wire, if converter is connected to RS#48&rface of one or several data
loggers

- Speed — communication speed, must be the sarset as data logger itself (can

be found from data logger menu of MS5D LCD)

- Character Size: 8, Parity: None, Stopbit: 1, Flowr@ol: None, UDP Datagram
Mode: Disable, Remote IP Address: same as usede)efmcal Port: 10001,
Disconnect Mode: Ignore DTR, Other items: Disabled

Save the configuration to the device finally andttr find data logger again.
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B) Data logger is equipped with internal Ethernetriiaiee

* In the window of device finding only IP and MAC addess are displayed

Other details are marked as N/A. This problem aggpeacase, IP address of data
logger is set to different network, than networkadagger is actually connected to.

Select in program menu Configuration - Setting camitation — Change — Find -
Change [P address. Follow instructions from the PC paogr

* |P address is not displayed even in the window fatevice finding

Select in program menu Configuration - Setting camitation — Change — Find -
Help! My device wasn’t foundFollow instructions from the PC program.

e Device is not found even after manual entering of MC address

This problem appears especially in cases, IP déwetengs to different network and
at the same time incorrect gate address and maglecsfied.

Select in program menu Configuration - Setting camitation — Change — Find -
Help! My device wasn’'t foundin window Set IP to ARP only , enter data
logger MAC address isolated by hyphens to the Rellice MAC address (e.g. 00-
20-4A-84-F0-80) and press button “Set IP“.

Run command line of system WindowSt4rt/run ) and entertelnet new
IP_address 9999 . You get to the text mode of setting data loggesrface (e.g.:
telnet 192.168.1.211 9999 ).

Press enter key and 0 - Global Settings, set Ilreaddf the device, cancel IP address
of gate, set number of mask bits to 0. Confirmré& by enter key to get to menu.
Here save setting by selection 9 Save and Exitnh Bo@nection is closed. Now it is
possible to connect to data logger by the program.

. Communication with program works, but it is not possible to change setting of
data logger Ethernet interface

If data logger is set to communicate with the paogr(it is possible to read the
Display mode, download data etc.), but configuratod Ethernet interface cannot
be changed (e.g. IP address of traps, IP addredataflogger...), probably you
have adjusted high level of security. Proceed inoetance with the Service
manual.

ie-ms2-ms5app-02.doc 25



APPENDI X 10: Creation of www pages for MS5

Data logger enables user to store own web pagdspiay actual measured values and alarm
states. Files web2cob.exe, mimetype.ini, ron.d#f,gif, alarm.qgif, led.gif will be necessary for
successful creation of own www pages. Download fiflem manufacturer pages. Also tftp client
is necessary (default in Windows XP).

Pages are created in html code, web server of Idgtger detects the GET command. Data
logger has available six banks WEB1-6 after 64kBafarw pages.

Address of www pages [gtp://IP_address_data logger/page.hiinfour main page is named
index.html, only enter data logger IP address feriret browser to address of pages.

Procedure of www pages creation
Create HTML pages in any editor. Enter proper marthe point where values from data logger
are meant to be located:

<%srn%> serial number of data logger
<%name%> name of data logger

<%rfr%> refresh of pages
<%type%> data logger model
<%fw%> version of firmware of data logger Ethetrinterface (it is different from FW

version of data logger itself)

Valid for all 16 channels; enter 1 for required whel:
<%c1n%> name of channel 1

<%c1v%> measured value

<%clu%> physical unit of the value
<%cla%> state of alarm 1

<%c1b%> state of alarm 2

<%c1p%> name of actual process

<%c1r%> information, if record runs

<%iacs%>  state of internal audio indication
<%o0acs%> state of ALARM OUT output

<%iap%> icon of state of internal audio indicat
<%o0ap%> icon of state of output ALARM OUT
<%tico%> icon of selftest state

<%slft%> values measured by selftest

<%ram%>  state of memory occupation and loggnogle

Example:

Example of the code :
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transi tional//EN">
<html>
<head>
<meta http-equiv="refresh" content="<%rfr%>">
<meta http-equiv="content-type" content="text/htm I; charset=windows-1250">
<title>values</title>
<style type="text/css">
<I--
body{ font-family: verdana, arial, helvetica, s ans-serif; font-size:
76%;
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color: #000; background-color: #fff; }
h1{ font-size: 2.0em;font-weight: normal;margi
bottom: Oem;}
.al {background-color: red;}
.a2 {background-color: yellow;}
.a0 {background-color: #d3d3d3;}

1-->
</style>
</head>
<body>
<script>

pl = new Image();
pl.src = "ok.gif";
p2 = new Image();
p2.src = "all.gif";
p3 = new Image();
p3.src = "al2.gif";

p4 = new Image();
p4.src = "ron.gif";
</script>

<h1>Monitoring:</h1>
<table border="1" cellpadding="2" cellspacing="0"
<tr bgcolor="#bbbbbb">
<td><b>Nr.</b></td>

n-top: Oem;

<td width="180px" align="center"><b>Channel name

<td><b>R</b></td>

<td width="180px" align="center"><b>Value</b></t
<td width="80px" align="center"><b>Unit</b></td>
<td width="20px" align="center"><b>l|.</b></td>

<td width="20px" align="center"><b>Il.</b></td>
<td width="180px" align="center"><b>Process</b><

</tr>
<tr>
<td>1</td>

<td align="left">&nbsp;<%c1n%></td>

<td><%c1r%></td>

<td align="right"><%c1v%>&nbsp;</td>

<td>&nbsp;<%clu%e></td>

<td><center><%cla%></center></td>
<td><center><%c1b%></center></td>

<td>&nbsp;<%clpY></td>
<ftr>
<tr>
<td>2</td>

<td align="left">&nbsp;<%c2n%></td>

<td><%c2r%></td>

<td align="right"><%c2v%>&nbsp;</td>

<td>&nbsp;<%c2u%></td>

<td><center><%c2a%></center></td>
<td><center><%c2b%></center></td>

<td>&nbsp;<%c2p%></td>
<ftr>
<tr>
<td>3</td>

<td align="left">&nbsp;<%c3n%></td>

<td><%c3r%></td>

<td align="right"><%c3v%>&nbsp;</td>

<td>&nbsp;<%c3u%></td>

<td><center><%c3a%></center></td>
<td><center><%c3b%></center></td>
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<[tr>
<tr>

<td>&nbsp;<%c3p%></td>

<td>4</td>

<[tr>
<tr>

<td align="left">&nbsp;<%c4n%></td>
<td><%c4r%></td>

<td align="right"><%c4v%>&nbsp;</td>
<td>&nbsp;<%c4u%></td>
<td><center><%c4a%></center></td>
<td><center><%c4b%></center></td>
<td>&nbsp;<%c4pY></td>

<td>5</td>

<[tr>
<tr>

<td align="left">&nbsp;<%c5n%></td>
<td><%c5r%></td>

<td align="right"><%c5v%>&nbsp;</td>
<td>&nbsp;<%c5u%></td>
<td><center><%c5a%></center></td>
<td><center><%c5b%></center></td>
<td>&nbsp;<%c5p%></td>

<td>6</td>

<[tr>
<tr>

<td align="left">&nbsp;<%c6n%></td>
<td><%c6r%></td>

<td align="right"><%c6v%>&nbsp;</td>
<td>&nbsp;<%c6u%></td>
<td><center><%c6a%></center></td>
<td><center><%c6b%></center></td>
<td>&nbsp;<%c6pY></td>

<td>7</td>

<[tr>
<tr>

<td align="left">&nbsp;<%c7n%></td>
<td><%c7r%></td>

<td align="right"><%c7v%>&nbsp;</td>
<td>&nbsp;<%c7u%></td>
<td><center><%c7a%></center></td>
<td><center><%c7b%></center></td>
<td>&nbsp;<%c7pY></td>

<td>8</td>

<[tr>
<tr>

<td align="left">&nbsp;<%c8n%></td>
<td><%c8r%></td>

<td align="right"><%c8v%>&nbsp;</td>
<td>&nbsp;<%c8u%></td>
<td><center><%c8a%></center></td>
<td><center><%c8b%></center></td>
<td>&nbsp;<%c8p%></td>

<td>9</td>

<[tr>

<td align="left">&nbsp;<%cIn%></td>
<td><%c9r%></td>

<td align="right"><%c9v%>&nbsp;</td>
<td>&nbsp;<%cOu%></td>
<td><center><%c9a%></center></td>
<td><center><%c9b%></center></td>
<td>&nbsp;<%cOp%></td>
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<tr>
<td>10</td>
<td align="left">&nbsp;<%c10n%></td>
<td><%c10r%></td>
<td align="right"><%c10v%>&nbsp;</td>
<td>&nbsp;<%c10u%></td>
<td><center><%c10a%></center></td>
<td><center><%c10b%></center></td>
<td>&nbsp;<%cl0p%></td>
</tr>
<tr>
<td>11</td>
<td align="left">&nbsp;<%c11n%></td>
<td><%c11r%></td>
<td align="right"><%c11v%>&nbsp;</td>
<td>&nbsp;<%cllu%e></td>
<td><center><%clla%></center></td>
<td><center><%c11b%></center></td>
<td>&nbsp;<%cllp%></td>
</tr>
<tr>
<td>12</td>
<td align="left">&nbsp;<%c12n%></td>
<td><%c12r%></td>
<td align="right"><%c12v%>&nbsp;</td>
<td>&nbsp;<%cl2u%></td>
<td><center><%c12a%></center></td>
<td><center><%c12b%></center></td>
<td>&nbsp;<%cl2p%></td>
</tr>
<tr>
<td>13</td>
<td align="left">&nbsp;<%c13n%></td>
<td><%c13r%></td>
<td align="right"><%c13v%>&nbsp;</td>
<td>&nbsp;<%c13u%></td>
<td><center><%c13a%></center></td>
<td><center><%c13b%></center></td>
<td>&nbsp;<%cl3p%></td>
</tr>
<tr>
<td>14</td>
<td align="left">&nbsp;<%c14n%></td>
<td><%c14r%></td>
<td align="right"><%c14v%>&nbsp;</td>
<td>&nbsp;<%cl4u%></td>
<td><center><%cl4a%></center></td>
<td><center><%c14b%></center></td>
<td>&nbsp;<%cl4p%></td>
</tr>
<tr>
<td>15</td>
<td align="left">&nbsp;<%c15n%></td>
<td><%c15r%></td>
<td align="right"><%c15v%>&nbsp;</td>
<td>&nbsp;<%c15u%></td>
<td><center><%c15a%></center></td>
<td><center><%c15b%></center></td>
<td>&nbsp;<%cl15p%></td>
</tr>
<tr>
<td>16</td>
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<td align="left">&nbsp;<%c16n%></td>
<td><%c16r%></td>
<td align="right"><%c16v%>&nbsp;</td>
<td>&nbsp;<%cl6u%></td>
<td><center><%c16a%></center></td>
<td><center><%c16b%></center></td>
<td>&nbsp;<%cl6p%></td>
</tr>
</table>

</body>
</html>

Pages are displayed in browser this way:

Monitoring:

N, Channel name R Value Unit I.|II. Process
1 Chann.1: DC I 0.02 | ma oD
2

3

4 | Chann.d: DC I 0.02 | mA oD
5

&

7

& | Chann. 8:Counter 0 oD
9

10 | Chann. 10:Counter 76 o @
11

12

13

14

15

16

Compilation and upload of pages

Store pages for upload to data logger to one airgciThe above required pictures store to the
same directory with you r pages. Run program web2o@ to create .cob file. Upload this file by
means of tftp protocol to data logger.

Parameters of program web2cob.exe:

Web2CoB [/o <output file>] [/d <directory>]

Output file: Name of output file. Preset name is cobox.cob.

Directory: Source directory with www pages.

Parameters of tftp transfer: select binary transfer, method PUT. Select targlelress from
WEB1 to WEBSG.

Note: File mimetype.ini must be located in the same directory\s&h2Cob.exe
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Example:

Data logger has IP address 192.168.1.205. In dinect\MS\www are located www pages.
In directory c:\MS are files Web2Cob.exe and mimetype.ini. Go to the directory
c:\\MS and enter command:

web2cob.exe /d www /o TESTWEB.cob
In directoryc:\MS file TESTWEB.cob is created.

Upload www pages to data logger by commatfip -i 192.168.1.205 PUT
TESTWEB.COB WEBImemory area WEBL1

Limitation:
Maximum size of one WEB (cob) page is 64kB. In came of www page exceeds 64kB,
divide it to max. 6 blocks, compile one after amotand store to areas WEB1-WEBG6

Each tag of type <% %> must be located on sepdéra in source file.
Capacity of www server of data logger is limitedheTbigger the pages are, the lower number of
possible simultaneous accesses will be.
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APPENDIX 11: SOAP protocoal of Ethernet interface for MS5

SOAP serves for sending measured data to a HT Mers&¥ith the aid of this protocol data are
sent as a XML document (SOAP message). The advawatailis protocol is that sent data aren’t
binary and for this reason SOAP messages are allthweugh firewalls.

1. Example of SOAP message sent from MS5
<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmins:soap= http://schemas.xmlsoap.org/soap/envelope/
xmins:xsi="http://www.w3.0rg/2001/ XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<soap:Body>
<InsertSample xmIns="http://cometsystem.cz/sc hemas/soapMS5.xsd">
<passKey>07050029</passKey>
<name>Nzjaky text</name>
<SampleDate>Local: 0.098</SampleDate>
<CH1>
<V>0.02</V>
<I>1</I>
<II>0</II>
</CH1>
<CH2>
<V>0.02</V>
<I>1</I>
<II>0</II>
</CH2>
<CH3>
<V>Kontakt rozepnut</V>
<I>0</I>
<lI>1</lI>
</CH3>

<CH16>
<V></\V>
<I>0</I>
<lI>0</11>

</CH16>

<SELFTEST>Pass (25 V -4.9 V 3.1 V)</SELFTES T>

<INT_ACOUSTICS>Inactive</INT_ACOUSTICS>

<ALARM_OUT>Inactive</ALARM_OUT>

<MEM_USG>18%, cyclic record</MEM_USG>

</InsertSample>
</soap:Body>
</soap:Envelope>
element <soap:Envelope>Specifies that the XML document is a SOAP messkgedefined

by the SOAP protocol.

element <soap:Body>Everything what is nested in this element are S@#d3sage data. It is
defined by the SOAP protocol.

element <InsertSample>:It is needed to have running HTTP server for atiogpSOAP
messages. For example it can be Microsoft Intdmfetmation Service or Apache HTTP server.
There have to be installed a web service for pgingsdata from the message on this server. For
example ASP.NET or PHP can be used for creatingvitte service. This service must include a
method of the same name as this element (thust8@aple). Descendants of the element
InsertSample (nested elements PassKey, SampleDataust correspond to parameters of the
method.
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The attribute xmins defines a nhamespace for elesnginthe SOAP message. For namespace
name was chosen the URI referring to the XSD schemeh describes this SOAP message. This
schema only defines the structure of the XML docotwehich represents the SOAP message. It is
in no manner related to the sending and acceptinctibnality.

Element <passKey>Contains the device serial number (an eight digiol number)

Element <SampleDate>:Contains the value of time. It is either synchredizvith a SNTP
server (format: “dd.mm.yyyy hh:mm:ss”) or simplynamber of seconds elapsed from enabling
the device (format: “Local: <NumberOfSeconds/1000”)

Elements <CH1> to <CH16>
Element <SELFTEST>
Element <INT_ACOUSTIC>
Element <ALARM_OUT>
Element <MEM_USG>

2. Modification of the structure of the SOAP message

It is possible to write your own XML document whigkpresents the SOAP message. You can
create it in whatever text editor. Enter properdaagording to the table below to the place where
you want to insert any of data field provided bg tlevice. Finally save the file with the name
"soap” and add it to the directory with web padesupload to the device is part of web pages
upload.

MS5 tags
Tag Description
<%srn%:> Serial number of the transducer

Writes a time. It is either synchronized with a SNJerver
(format: “dd.mm.yyyy hh:mm:ss”) or simply a numhérseconds
elapsed from enabling the device (format: “Local:
<NumberOfSeconds/1000")

<%time%>

<%cC1v%>...<%c1l6v%:>

<%cla%>...<%cl6a%>

<%c1b%>...<%c16b%>

<%slft%>

<%iacs%>

<%o0acs%>

<%ram%>
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APPENDI X 12: Connection of data logger with output relay module and external terminal

H|0|E0|0

ATTENTION — cable is crossed, if wired differenywl@an on the figure, connected circuits
can be damaged !
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APPENDI X 13: Setting of client administration and passwords

This APPENDIX describes security of data logger Mfgainst illegal access. This issue is applied
in following levels:

* Encryption of transferred data in communicationhvdata logger

* Protection against illegal access to program anddtion of its functionality in accordance
with setting of user rights

* Protection against illegal access to setting oadagger and limitation of configuration
options in accordance with setting user rights.

1. Encryption of data in communication with data layger

is a way of protection of transferred data betweemputer and data logger by means of client
specified password. The reason is protection agaitesception of transferred data via cable links
or intranet/internet, that could be decoded base@wailable documentation of communication
protocol of data logger.

Encryption of communication data and password fatadogger is activated in setting of data
logger in bookmark “Common setting” in section “Cmemication interface of data logger” see

appendix 1.

In options of program in bookmark ,Users and passg/o in section ,Password for data
encryption” (see appendix 2) is possible to set wayenter password for encryption of
communication:

» Password will be permanently stored in the computer
At first opening of communication with data loggdient is invited to enter password.
Password is stored and used further in communicatith data logger even after re-run of
the program

» Password will be memorized only to the end of aggion
After running the program and opening of commumacatvith data logger client is invited
to enter password, which is memorized only durirggpam run and after exiting program
is no longer valid.

1. Administration of clients
List of authorized clients for access to prograntoasetting of data logger and their rights is
possible to set in program options in section ,Ustf, see appendix 2.

Luser list“ can contain up to 16 clients with tlaléwing parameters:
,User name" — unique user name for access to atcoun
~Password" — password for access to account
.,Name and surname” — name and surname of client
,Description” — description of user account
,Group membership“ — membership in group of clients
* ,User with limited privileges* — access to SW adW/ protected functions is enabled to
define except for rights to administrate the ckent
* L Administrator‘ — member of this group has unlintitaccess to SW and HW protected
functions including administration of clients.
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~SW protected functions” — are functions accessilylelient in work with program in itself
,HW protected functions” — are functions accesslifeclient in work with data logger

,Create new password“ — entering of new passwordiet

~EXport“ — exports list of clients to the file

.Import" — reads list of clients from the file

List of clients stored to the file is possible ®euor transfer of clients between program
installations on more computers or for theirs bapkAlways store this file to safe place.

3. Protection against illegal access to program andnitation of its functionality in
accordance with setting user rights

limits access to program and its ,SW protected fions“ only to clients defined in section ,User
list“, in accordance with their rights. It is adied in program options in bookmark ,Users and
passwords” in section ,Password protection®, sqeeadix 2.

If ,Password protection® is activated, after pragreun client is invited to login to his user accbun
defined in ,User list".

Login dialog
Uzer name: |.-’-‘-.|:|ministrat|:|r
Paszward: ||
Ok Cancel

Figure 1 ,Login dialog”

The way to authorize client in access to ,SW and piMected functions” is set program options
in bookmark ,Users and passwords” in section ,Hovexecute login dialog*

At application startup only

User account client is logged in after programwuihbe used automatically to authorize
access to ,SW and HW protected functions®, i.ehaitt the need to authorize again in
,Login dialog*.

It is a lower protection grade, not protecting rmgnprogram against misuse of the third
party.

Before every protected function

After running of any ,SW and HW protected functiarlient must authorize again in
,Login dialog“ to his user account in ,User list".

It is a higher protection grade, protecting locaiess to program functions anytime, i.e.
even in case when currently logged-in client leigopam running and leave his computer.

~9W protected functiorfsare the following:

~Setting of program options” — setting of prograptions as Folders, Display and
Automatic data download.
~oetting of communication” — setting of communicetidevices and data loggers.
.Clear display statistics” — erasing of statistatal of active data logger in Display on
bookmark display.
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» ,Clear alarms* — erasing of alarm of active datgger on bookmark ,alarms*.
,Delete event viewer messages” — erasing of messagevent viewer.

Access rights of client to those functions arertdiin his user account. Logout of current client i
enabled by selection ,User Logout ..." from menu File

4. Protection against illegal access to setting data logger and limitation of configuration
options in accordance with adjusted user rights

Limits access to setting and ,HW protected fundioonly for clients defined in ,,User list* stored

in data logger in accordance with their rights. Widydefinition of ,User list* for data logger is

specified by setting ,Use same security setting aser list for all data loggers” on bookmark
,2users and passwords"” in section ,Security setiing user administration®, see appendix 2.

,Use same security setting and user list for aidhdaggers has the following meaning
» Enabled - defines ,User list* for all available a#&bgger identically based on ,User list*
for program and gives notice to client with admiraitor rights to the need of update of
,2user list* in data logger, see figure 2.

Information

i The users and passwords setting was changed,
‘J‘) Do wou wish bo update datalogger configuration now?

+ Click on "fes' button updates configuration in every available dataloggers,
« Click on 'Ma’ butkon lefts dakalagger configuration without changes.,
You will be warn ko users and passwords update at next change of datalogger setting.,

Figure 2: Prompt to update ,User list" stored iradable data loggers

In case data logger does not contain any clierts iconfiguration program gives notice to
the need to activate ,Communication data encrypbppassword®, see above and invites
to enter the password, see figure 3.

Information

- Yo are krving update users and passwards in datalogger ‘Rada’ and
‘]}) it means enable following posibilities in datalogger configuration:
+ prokection of access to HW Functions
« communication daka encryption by password

You will be asked to enter the password,

Figure 3: Invitation to enter necessary passwore@heryption of communication data

In dialog setting of data logger at bookmark “Conmnsetting” in section “Communication
interface data logger“ is then enabled ,Protectbaccess to HW functions®, but prohibited
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editing of clients stored in data logger by ,,Usansl passwords* button see appendix 1.

Manual update of ,User list“ stored in data logfyem ,User list* for program is then enabled
by selection “Update users and passwords in dg@geld from menu Configuration.

» Prohibited — definition of ,,User list" stored in @alogger is independent from ,User list” -
for program it is necessary to define it in eactadagger itself. Is activated by selection
»Protection of access to HW functions” and it igided in dialog under ,Users and
passwords” button, see figure 4.

Users and passwords
Lzer hame ] Group mernbership | tlarm PIN Add
}%.ﬁ.dministratur Administrators i
ﬁ remilek, |zers vl
Froperties
Create new pazsword .. E=part ... Irmpart ... |
Ok | Cancel

Figure 4 Dialog for editing of ,Users and passwoOstsred in data logger

Manual update of “Update users and passwords aldgger” from menu Configuration is
disabled in this mode.

»,HW protected functiorisof program are configuration functions for dadbgder. Access rights of

client are defined in its user account. There laegfdllowing functions:
.,Download of record, erasing of memory, reset afrder inputs”

,Data logger setting” — item from menu Configuratio

« L Alarm confirmation by PIN“ — PIN client for alarrmancel from keyboard of data logger

or from program by selection of item ,Deactivateemmal acoustics or ALARM OUT
signalization“ from menu Configuration. The necgst enter PIN is defined by selection
,PIN protection” in setting of data logger at boadrk ,Common setting” in section
~confirmation of alarm signalization*
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5. Administration of clients

From the above results the following:

» Administration of clients and passwords in progiaractivated by selection ,Password
protection* at bookmark ,Users and passwords” froenu program.

* Define available clients and theirs parametersertion ,User list* an the same bookmark
- see paragraph 2 Administration of client. EditafgUser list” is enabled only to client
with rights of administrator.

» Critical for work on administration of clients isd selection of its mode, thus ,,Use same
security setting and user list for all data logy@rssection ,Security setting and user
administration” at the same bookmark, see paragédpitotection against illegal access to
setting of data logger and limitation configuratmincapability in accordance with setting
of user rights.

Note, there will be always two lists of clientsneostored in program and one stored in data
logger.

Selection mode ,Use same security setting andlissdor all data loggers" determines the
way to create and administer the client list irmdagger.

If this mode is active then program defines cliesttstored in data logger based on list of
clients stored in program, i.e. as ,User list* abkmark ,Users and passwords*” in program
options.Then program user isresponsible for client list update in data logger by
confirmation of the dialog from figure 2 or manyably selection “Update users and
passwords in data logger” from menu Configuratitinus ,,Users and passwords* button in
section ,Data logger communication interface* beesnmactive in setting of data logger,
see appendix 2.

With favor it is possible to use this mode in smiathonitoring systems i.e. one control
computer and several data loggers with maximun6dflients.

If this mode inactive, then list of clients stoiedorogram is independent from list of
clients stored in data logger and program doesupérvises its updating. List of clients
stored in data logger is activated by selectiomt@ution of access to HW functions” then
defines in dialog under ,Users and passwords* Inuttcsetting of data logger, see
appendix 1, figure 4.

With favor it is possible to use this mode in largenitoring systems i.e. several control
computers and more networked data loggers with rchemts. Here it is possible to divide
clients to smaller groups (maximum of 15 clients) aefine theirs access to data logger
groups (by means of export and import of clierttlisthe file) and at the same time to keep
centralized administration by one administrator.

* Allowance of administration of clients requiresoafince of encryption data in
communication with data logger, see paragraph [bwasnce of encryption must be
specified before first storing of the client listdata logger.

* Deactivation of administration of clients is perfagd by switching off the selection
.Password protection” at bookmark ,Users and pasds/an program options, see
appendix 2 and by switching off the selection ,Botibn of access to HW functions® in
section ,Data logger communication interface” itting of data logger, see appendix 1.
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Appendix:

Settings [M55 BOARD]

Comman | Eommunic:ationl Frofile I Ch - [dentity & Ealculationsl Ch - Meazuring & Hecordingl Chi - Eonditionsl Ch - Alarms & Signalization

1 Profile management

[ | Enable profile change fom dataloggen keyboard

~Type and identification of datalogger——————
MName: IMSS BOARD
Serial number: 07050058
Type: M55 Pwi 525
Data memaony: 2 MB
—Date and time in datalogge
| 8128 14m20 |

r~Process label list

Process Nr. | Label |

Process 1

2 Process 2

3 Process 3

4 Process 4

5 Process 5§

B Process B

7 Process 7

a Process 8

] Process 9

10 Process 10

i1l Process 11

12 Process 12

13 Process 13

14 Process 14

15 Process 15

16 Process 16

T Security

I~ Commurnication data encryption by password

Create new password |

Frotectionm of aceess o Hw functions Users and passwards ... |

[T Confirmation of alarm sigralization protected by user BN

[ | Condition setting from PE pratected by user PN

[~ Communication parameters change from datalogger keyboard protected by kepboard PIN

Configuration profile change from datalogger kepboard pratected by keyboard PIM

Keyboard PIM change

r—Confirmation of alarm signalization

v by Enter key I~ by menu [~ from computer

Channel | 1 - Chann.1: Ext. 'I ﬂﬂlmﬂ

Cancel

Appendix 1 — Setting of data logger, bookmark Comrsetting

P rogram Cptions

[rata Foldersi Displaﬂ Autodownload

~Communication data encryption - How to execute password dialog—
&+ At first open commurication and save it for further use

At first open commurication and temparany remember it while application is unning

v Pazzwaord protection
“How to execute login dialog

+ At application startup orly " Before every protected function

~Security settings and user administratiorr

¥ Use zame security zetting and user list for all dataloggers

[ User activity logging

User list:

User name 1 Group membership J Alam PIN 1 Add
Q Administrator Administrators
ﬂ rsmilek Users

Properties

Create new password .. Expart ... Irnpart ... ]

ok |

Cancel J

Appendix 2 — Program Options, bookmark Users asdyards
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